What you need to know for the new business technology trend

By Josh Srago Project Manager Integrated Communication Systems

ood morning, good afternoon, or
G good evening. As | can’t tell with

any certainty what time of day you
are reading this article, | wanted to make
sure that | covered the most likely options.
| would, however, be willing to put better
than even odds on the fact that right now
you are reading this not on printed paper,
but with the effervescent glow of a screen
illuminating the general area around you.

As of the end of October 2013, there have
been roughly 170 million iPads sold to date.
Add to that the number of Android tablets
sold and by the end of 2013 the estimated
number of tablets in use approaches 225
million. Now, let’s factor in the smartphone
market and suddenly we’ve hit an astronom-
ical number of devices in existence that trav-
el with their owners everywhere on a daily
basis. All that and we haven’t even hit those
seemingly archaic laptops that you'll still find
dispersed intermittently on the tables of eve-
ry coffee shop you walk into.

Why is it important to realize how many de-
vices are out there? Because these devices
are how we communicate and interact with
one another in both our professional and
personal environments. Think
about it in this respect: you've
hired a new employee and the
first thing you do is give them
their company computer and
possibly a phone so that they
have access to the stored
company documents and so
you can reach them. Once
the device is in the hands of
the employee, their first ac-
tion is to set up their device
the way that is comfortable to
them with file organization and
putting up their own preferred
desktop background. With the
move to Bring Your Own De-
vice (BYOD), there is no longer
a need for this customization as the device is
theirs to begin with. The comfort level with
the technology is already there because this
is the same piece of hardware they use at
home everyday. This allows for the poten-
tial of greater productivity because the em-
ployees always have these devices in hand
making them as well as their work accessi-
ble nearly any time of day, and all that with
seemingly no added cost to the company.

So if this ease of use and access is so bene-
ficial, why hasn’t there been broader accept-
ance of this new way of using personal de-
vices at work? The short answer is security.
Your employees are dealing with both your
company’s and your client’s confidential in-
formation. These are documents that need
to remain private. When you don’t control
the devices that are on your network keep-
ing the information secure becomes the re-
sponsibility of the company. This entails a
network infrastructure for the employees
to interact and work with documents while
maintaining a high level of security. There
is not currently a single universally adopted
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answer as to how to ac-
complish this yet because
it has to do with how your
company network is con-
figured so we’ll explore a
few options.

Your company already has
an existing network infra-
structure where you have
invested time and money
to ensure it will perform to
meet the needs of your op-
erations. Having IT profes-
sionals overhaul the net-
work and create separate
levels of interaction based
on the devices would be
the most ideal way to han-
dle an environment where
both corporate hardware
and BYOD hardware
would both be used by your
employees. One way that companies are
getting around the need to completely re-
build the network is by creating a separate
network where the employees using their
BYOD devices can log in providing them
with access to company documents. This

would be similar to the way some compa-
nies have 2 wireless networks running, one
for employees and one for guests. By hav-
ing a separate network for the BYOD em-
ployee devices you are able to keep the net-
work and information secure because you
have the control over what information is al-
lowed to live on this separate network.

As opposed to building a brand new net-
work to run side by side with your exist-
ing one, there is a way to use the existing
network. By setting up a partitioned net-
work called a VLAN (Virtual Local Area Net-
work) within your existing network system,
again you would be able to isolate what in-
formation is accessible. The key to deter-
mining if this is the best methodology for
your company is getting your company to
research how their existing network oper-
ates. The odds are strong that you already
have existing VLANs set up, if you are a
larger company, in order to allow for more
streamlined workgroup operation. There’s
also a good chance that your video con-
ferencing connections are also set up on

their own VLAN. If they're
not, they should be, why
let a large video confer-
ence bog down and even
crash your entire network?
If you start partitioning the
network with VLAN you’re
essentially taking your ex-
isting network and telling
it that devices in group A
have access to informa-
tion A, while devices in
group B could have ac-
cess to information A & B.
So, which method is best
~ for you?

It could be that your infra-
structure is set up to allow
employees to log into your
existing network the same
way they would as though
you had provided them a
company laptop without issue.
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It could be the configuration of a secondary
network to run separately, but side by side,
with the existing network allowing the BYOD
users to log in but keep separation between
company devices and BYOD devices would
suit your needs better.

It could be possible to set up several VLAN
partitions on your existing network to allow
for the BYOD traffic to operate across a sep-
arate network without having to put in any
new hardware.

Or you could decide that this a trend that
suits your company culture and completely
restructure the whole network to function in
similar fashion to cloud computing where all
data is stored in a centralized location and
can only be manipulated but never moved.

In the end it will be entirely dependent on
how your company wants to invest resourc-
es to participate with the BYOD movement.

The most important thing when considering
how to incorporate BYOD into your organi-
zation is understanding how the BYOD trend
can benefit as well as how it can change your
company. By providing the infrastructure to
allow for these devices to be used, you will
be building a corporate environment at the
forefront of technology. This, in turn, could
make it friendlier not only for the young-
er professionals entering the job market to
join the company due to your forward think-
ing nature, but also allow for the more sen-
ior professionals to transition in with greater
ease allowing your company to move to or
stay ahead of the competition.
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